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Abstract’

In this work we are researching some aspects of
biometrical cryptosystem - cryptographic key
generation based on human biometric features. We
also offer a method of biometric key generation by
voice password. According to the author’s
experiments, obtained estimations allow us to
consider the proposed method to be secure enough
for most practical applications.

1. Introduction

The problem of secure cryptographic key storage has not
been solved yet. Indeed the size of cryptographic keys
varies from 64 to 2048 bits, which is impossible for a
user to remember. Many methods of secure storage and
operative use have been offered, however none of them
are satisfactory.- We shall review them in detail. Key
access management should be implemented with
password authentication. Password protection is a
reliable authentication mechanism and has many
advantages such as simplicity, low authentication time,
and absence of probabilistic authentication failures [1].
However these advantages are counterbalanced by user
mistakes: users often use “weak” password such as words
or letter sequences, which are used frequently by the
others or are connected with user personal data.
Therefore, in spite of the technical reliability and

' Permission to copy without fee all or part of this material is granted
provided that the copies are not made or distributed for direct
commercial advantage, the CSIT copyright notice and the title of the
publication and its date appear, and notice is given that copying is by
permission of the Institute for Contemporary Education JMSUICE. To
copy otherwise, or to republish, requires a fee and/or special
permission from the JMSUICE.

Proceedings of the 8" International Workshop on
Computer Science and Information Technologies
CSIT°2006

Karlsruhe, Germany, 2006

efficiency of  password  technique,  password
authentication cannot be considered absolutely secure.

The most effective solution for this problem is the use of
human biological or behavioural features such as retina,
fingerprints, voice, signature dynamics and other
personal characteristics. Such methods were called
biometric authentication. Its advantage is the use of
parameters, which cannot be forgotten, lost or stolen.
However this technology has its disadvantages. In major
cases 1t derands significant computational resources and
provides probabilistic solution [1]. The structure of a
typical biometric system is shown on Figure 1. The
system receives authenticated biometrics parameters,
processes them and makes a “YES/NO” decision, which
can be used by other security-related procedures such as
network authentication, encryption, and digital signature.
It is obvious that such system gives the intruder an
opportunity to perform unauthorized activities including
forging of stored biometric data, falsification of
transmitted  parameters, breaking of  biometrics
authentication procedures, decision falsification etc.

Due to the listed wvulnerabilities of biometrc
authentication procedures, systems with increased
security of biometric storage and increased sccurity of
biometric authentication procedures are used.

The development of biometric cryptographic systems,
which use biometric-based procedures of generation,
storage, and authentication, is one of the insufficiently
investigated areas of secured biometrics. In prospective
this approach could allow to store, distribute and use
keys in unsafe environment. One of the possible methods
of solving this problem is discussed in this paper. The
approach is based on the use of artificial neural networks,
trained to transform biometric parameters into keys
irreversibly. Biometric parameters submitted by a legal
user cause the neural network to recover his private key;
contrariwise, submission of any other biometric
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parameters leads to generation of a random bit set. We
research theoretic aspects of this approach, share our
ideas on the security of this approach, and give results of
some experiments.
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Figure 1. Common Vulnerabilities of Biometrics
Authentication Systems

2. Related Works

Now biometric cryptography is one of the newest areas
in information security. First works in this area were
published in 1998. One of them is the publication by C.
Soutar, D. Roberge et al. [2]. The authors have offered an
algorithm of cryptographic key generation based on
fingerprints based on a digital filter and error-correction
codes application. However, authors could not prove the
safety of the developed method and have not given
experimental estimations of false reject and false accept
errors.

In 1998 and 1999 G. 1. Davida et al. [3,4] offered an
algorithm of cryptographic key generation based on
retina binary representation (IrisCode). Authors claim,
that the representation of IrisCode contains over 90 %
conterminous bits for one user and less than 60 % for
various users that allows to authenticate users with low
FAR and FRR. Some retina scans are used in the method.
Error-correction codes (adjusting up to 10 % of biometric
parameter variability) are applied to the scans. The
method has shown high speed and proved security,
however independent researches have shown, that
IrisCode can vary for as much as 30 % for various
representations of a single retina which influences ERR
negatively.

In 1999 F. Monrose et al. [5] offered an algorithm for
keyboard password reinforcement by adding typing
dvnamics  characteristics and  creating  so-called
"hardened password". Error-correction codes and the
table of instructions for key restoration are also used.
This scheme is rather fast, however at standard password
lengths (6 - 15 symbols) it adds biometric components up
to 15 bits long, that increases password privacy only
slightly. In 2001 F. Monrose offered update of this
scheme for cryptographic key generation based on voice
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password. The modified method allows to generate
biometric keys up to 60 bits long. The suggested method
was implemented for Compaq IPAQ handheld computer.
Now this scheme is considered the most practical one,
since it has been confirmed by experimental results.
Other researchers, for example P. Tuyls et al. [6]. A.
Juels and M. Wattenberg [7], T.C. Clancy et al. also use
methods of key generation with error correction.

The use of artificial neural networks for cryptographic
key generation allows to get some advantages, which are
inaccessible in filtration and error-correction methods.
The main advantages of this approach are: the
applicability of a single method to various biometric data
(certainly with specific signal processing algorithms),
high complexity of the analysis (rules of transformation
of biometric parameters into keys contained in a large
number of neural network weights), and also the use of
well researched pattern recognition theory.

3. Theoretical Background

Originally artificial neural networks were offered as a
model of human brain. Artificial neuron, developed by
McCulloch and Pitts [8, 9], was considered a model for
biological neural networks. Many neural architectures
were developed and investigated, some of which differ
greatly from their original biological prototypes and
which are actually the implementation of mathematic
methods of approximation, classification and control. At
present one of the neural architectures, feedforward
networks, 1s the most well researched one and has a solid
theoretic background and effective training methods [10].
These ideas were very important for our work: that is
why we will discuss only feedforward networks.

Artificial neural networks are schemes, which implement
multivariable function, matching a set of inputs to a set of

outputs X — Y by given examples. In this case a neural
network consists of inputs X ={x},i=1.N, two
layers of artificial neurons, connected with weighted
links,
Wh={w"},W° ={wy},j=1.J,k=1.K
and outputs ¥ ={y, }.
In analytical form the functions implemented by the
neural networks are represented as:
hidden layer function
k L
pli=2wlx,+b,, j=1.J
=]
h
z;=g(p" ;)

output layer function




J
Pk =2 w2z +e, k=LK
=

i =8(p°k)

In these formulas g(.) are transfer functions of the
scheme providing non-linear transfer. There were many
transfer oftered and researched, e.g. threshold, saturated
lincar transfer, sigmoid, and arctangent
Adaptable parameters of neural

function.
networks  are:

wh = {whﬁ}, W ={w’ki} - neural network weights,
bj 2 Cp - biases.

A neural network works correctly only if its parameters
b oyprh o
W* ,W" are selected correctly. There are many training

algorithms, some of which are very effective ones for
traming particular types of neural networks, e.g.
backpropagation training 1s suitable for multiplayer
neural networks with differentiable transfer functions.

One of the principal questions connected with training
and using of feedforward neural networks is the question

of what kinds of mapping X —>Y can be modeled by

the neural network. Many publications are devoted to the
research of this question [11]. It is determined that in
case of using non-linear transfer functions, feedforward
networks can approximate any continuous mapping
X —Y given enough hidden layer neurons.

A set of theorems is proven on approximation of
continuous multivariable functions by a set of continuous
functions of single-variable. The proof of this fact is
given in many publications. For instance in [12] and
other works, a proof is given that a neural network
containing two layers of adaptive parameters can
approximate any continuous input-to-output mapping
with pre-selected accuracy given enough hidden layer
neurons and suitable training.

4. Method Description

In order to be cryptographically safe, the method must
meet the following conditions (partly taken from

[16, 17)):

Condition 1. Transformation of biometric parameters
into a cryptographic key should succeed with false
positive rate low enough to reconstruct the key
effectively. The false accept probability should be low so
that linear search could not reconstruct a cryptographic
key. False negative rate should provide comfortable
work: number of consecutive retrieval attempts should
not exceed 3-5 in worst case.

Condition 2. Transformation of biometric parameters
into a cryptographic key should be done directly without
an intermediate yes/no decision-making and without
keeping a cryptographic key in the system explicitly.

Cendition 3. An intruder should not be able to compute
a cryptographic key with a fast algorithm using a
biometric template from the database. Besides that we
state the following condition: an intruder should not be
able to compute correct values of biometric parameters
with a fast algorithms even if he knows a correct
cryptographic key.

Condition 4. Retained cryptographic key must be
replaceable. Besides that we state the following strict
condition: biometric parameters should also be
replaceable.

One of the most difficult requirements is the requirement
of low computational complexity. Taking into account
the cryptographic context of our problem, the most
acceptable form of this requirement is: computational
complexity should be comparable with the complexity of
finding the same key with other methods.

Seft condition - computational complexity must match
the time of the fastest method of cryptanalysis;
determination of such time is valid only in context of a
certain cipher, in this case we can use some average time
values.

Hard condition - computational complexity must match

the time of exhaustive search of stored cryptographic
key.

The method, which satisfies these conditions, is a special
case of a biometric recognition system. It consists of
independent procedures: user cryptographic key
enrollment and cryptographic key release.

Figure 2 shows cryptographic key enrollment and release
schemes. This scheme resembles the standard scheme of
biometric authentication, however biometric template
creation aims at its saving. Similarly, instead of user
recognition, key release and check is performed. Among
many existing biometric identifiers it is necessary to
exclude those which are not used with interactive user
recognition and are not well researched (DNA, body
odour, earprint, palm thermogram, etc) [1]. The other
identifiers can be used with the proposed method,
however it is necessary to consider such characteristics as
identifier uniqueness, password variability, and biometric
identifier variability.

1. Uniqueness: it is obvious that any biometric identifier
is unique enough to identify a person, but it should
provide reliable storage of the cryptographic key,
which demands higher level of uniqueness (see
Condition 1).

2. Key replaceability: matches one of the stated
requirements for biometric system, we should assume
that any biometric feature will potentially provide key
replaceability with the respective key enrollment
method (see Condition

3. Biometric identifier replaceability is the possibility to
change one biometric pattern to another for a chosen
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biometric identifier (see Condition 3). For instance,
when a voice password is compromised, it can be
changed with another one without changing the
system. In case this opportunity is not provided, when
a user biometric pattern is compromised (e.g. his
palmprint), his authenticity is compromised as well, A
set of publication discusses the possibility of “identity
theft” in digital society.

Rule 1.1. Only replaceable biometric features, such as
voice password, password keystroke dynamics, password
handwrite dynamics are secure. Also we shall consider
the application of fingerprint password namely the
replaceable password, based on fingerprints. This work is
devoted to the use of voice password; many publications
demonstrate  successful use of voice features for
authentication as well as for key generation. Besides that,
this type of biometric pattern is considered one of the
most hygienic and natural ones.

Biometric features. The choice of transformation of
biometric identifiers into digital parameters is very
important. Wrong choice of transformation can lead to
the decrease of feature variability for different users and
can decrease recognition rate. In fact, the uniqueness
itself, which is often the main criterion of quality, hardly
influences false positive and false negative rates deeply.
These rates depend on dispersion properties of selected
parameters. Here we state the following obvious
requirements to biometric parameters.

The more similar are biometric patterns, the closer should
be their

biometric parameters, LE;
If D(X,,X,)—>0, then d(x;,x;)=>0, where
Xin X are  any  two  biometric  patterns,
x; = F(X,-),.TJ,- =F(X;) are respective biometric

parameters, D is a certain similarity measure, d is a
similarity measure in parameter space.

The less similar are the biometric patterns, the more
distant should be their biometric parameters in parameter
space, ie.

If D(X,;,X,) >, then d(x;,x;) —> 0, where
XX are  any  two
,t,-:F(X,—).xJ,=F(Xj-) are

biometric  patterns,

respective  biometric
parameters, D 1s a certain subjective similarity measure, d
1s a similarity measure in parameter space.

Often 1t is necessary to reduce dimensions of biometric
parameters in comparison with a source biometric
pattern; this requirement is often fair because otherwise
decision-making algorithm becomes slow and complex.

The idea of subjective similarity is rather complex and
often controversial; even experts’ opinions about
similarity of various biometric patterns can differ greatly.

Thus similarity condition should be weakened in the
following way.
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Rule 2.1. If Xy X;eMYeA and

xi:F(Xf)!x_j:F(Xj)! Ye =F(T), then
d(x;.x ;) <d(x;,y;) Vi, j,k, where A is a set of
biometric features of a single user. That is the distance
between any two biometric feature vectors of one user

should be less than the distance to any biometric feature
vector, which do not belong to this user.

Besides that there are following considerations regarding
cryptographic strength of this method.

Rule 2.2. The number of parameters must be low enough
to provide effectiveness of decision rules; increased
number of parameters leads to additional noise in data
and obstructs correct work of decision-making rule,
however the number of parameters must be big enough to
prevent brute-force attacks in parameters space.

Besides that, when biometric parameters are chosen,
many factors should be taken into account, e.g.
complexity of parameter computation, expert estimations.

Commonly used speech parameters were estimated
according to the stated criteria. These are Fourier-
calculated cepstrum, Lpc-calculated cepstrum, Fourier
coefficients, Reflection coefficients.

The estimations showed that the use of Ipc-calculated
cepsttum is optimal. The number of coefficients is
chosen in the range of 25-35 according to the analysis of
variance, each coefficient is represented by 4-byte
floating point value.

Artificial neural network is the most important element,
which characterizes security and accuracy of the
proposed method. The neural network can operate in two
modes: training mode (for key saving), and recognition
mode (for key releasing).

During training the neural network learns to match user's
biometric parameters (Fy,F3,.., Fy ) and his private key

(PPK). As we already mentioned in section 1, the
functioning of the neural network is completely
determined by its weights W and biases b;,cy. The

main objective of training is to tune weights W 1o
minimize the difference between target vector (desired
output) and actual output vector. The training is
performed until training error £, reaches desired
minimal value (threshold 5 ). After training, neural
weights are saved; then they are loaded again to restore
neural network functionality. The procedures of training
and releasing are shown on Figure 4. Whenever user
biometric parameters are enrolled, they are submitted to

the neural network ( £; < A ), where A is the set of

enrolled users’ parameters; the network generates his
personal private key (PPK). If illegal user parameters are

submitted, i.e. GJ- & A , a random bit set (RBS) is
generated by the network, depending on its weights.
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Figure 2. Key Enrollment and Release Schemes

The principal question is whether the network can work
this way. A neural network with two hidden layers can
approximate any continuous mapping with pre-selected
precision provided enough neurons. However the stated
mapping is not continuous because it is determined with
the following rule:

PPK,x€ A

x)= : 1
/@) {RBS,-,xeA ()
That is a certain area of biometric parameters must be
mapped by the neural network into one bit set.

The second rule in (1) implies the fact that each point of
the feature space is mapped into a random point from the
key space, which doesn’t meet condition of

continuousness. Taking this into account we expect that
this mapping is transformable to piecewise-continuous
mapping such as

PPK,xe A

: 2
RBS;,XEK,‘ ()

-]

Such weakening of previously stated condition is not
principal because:

e transformation of  biometric
cryptographic key is kept unchanged;

features  into

e transformation of areas K; into random areas does

not give an intruder any information about secret
key.
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Figure 3. Network Training and Key Releasing

Thus a neural network allows to approximate required
mapping with necessary precision, determined by hidden
layer neurons quantity and training algorithm.

As it was shown above, in order to train a feedforward
neural network a backpropagation-based algorithm is
needed. We chose resilient backpropagation as one of the
most effective ftraining algorithms. The condition of
training termination is either falling of mean square error
below a chosen threshold or a number of training epochs
becomes higher than a chosen limit.

According to condition 1 the method should provide
releasing of the correct cryptographic key only; otherwise
collisions with encryption and decryption are
unavoidable. A key checking method was developed to
solve this problem.

On enrollment phase:
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64-bit random number P is generated. P is encrypted with
PPK key, the result is hashed. Any strong algorithms of

encryption and hashing can be used, e.g. they could be
AES and SHA:

rd

Hash H,
> H

> L
Encrypt( PPK)

AES(PPK) £ SHA-1

P and H are encrypted with PPK key, in order to receive

E l it must be stored in the database with neural
network
> Encrypt(PPK) Eﬁ‘”
—_—
P H—gsirry > £ fu

On release phase:



PPK" key is released. E g, is decrypted using PPK"
key. P' and H' are extracted, i.c.

1 1
E fut decrypt(PPK") Lag oy

] (]
E fun —3gscrrry P ']
P’ is encrypted with PPK’ key, the result is hashed to
H™.,

4 N Ve

Encrypt(PPK") Hash -

1 > L >H|‘
AES(PPK")

SHA-1
If H'=H", thekeyis PPK'= PPK

Key generation. The method does not require a fixed
PPK- gencration algorithm. Keys are generated by the
respective  cryptographic algorithms; they should be
strong enough for chosen encryption algorithm. These
methods are researched well and are not discussed in this
paper.

5. Experiments

According to the described method, the software system
model of transformation of voice password parameters
into a cryptographic key was developed. 20 speakers of
various age without appreciable deviations in an
articulation participated in experiments. Voice samples
are recorded in conditions of ordinary office sound
environment. For extraction of informative features the
voice signal is segmented using Hamming windows
approximately 20 — 400 ms each (200 - 400 samples)
with 50% overlap. 25 to 35 cepstral coefficient are
calculated in each window. 32-bit random cryptographic
key is used as PPK. Random 32-bit sets are used as RBS.
The obtained training set is used for training of the three-
layer  feedforward  neural  network.  Resilient
backpropagation was used for training [18].

During experiments were estimated such parameters as
probability of wrong key restoration at correct voice
parameters (false rejection rate), correct key restoration at
wrong voice parameters (false acceptance rate) and
memory size needed for key restoration, memory size for
neural network parameters. The total number of

experiments was over 10°. The results are shown on
Table 1 and Table 2.

Table 17
.Laff.,er%f; '
size :
80 | 00035 | 035 5
120 | 00012 [020 | 350 235

2 PC Intel Celeron 1.7 GHz, 128 MB RAM, 2000 SP3,
Dhrystone = 3500 MIPS, Whetstone == 900 MFLOPS

100025 1020 | 400 3.0

The neural network with 120 hidden neurons

demonstrates the best results. Detailed results are shown
in Table 2.

Table 2

Eai'sfe}; ; False  rejectFalse rejectFalse reject
cceptance  fate (ones) - frate (double) irate (trip:)

rate e A

0.00125 0.2 0.1 0.04

‘We can see that the average value of FAR is 0.00125; the
average value of FRR is 0.2, the probability of two
sequential rejections is 0.1; and the probability of three
sequential rejections is 0.04. Memory requirements to
store neural network parameters are less than 40 KB.
Authentication evaluation time is 0.22 sec.

As we mentioned above the experiments were carried out
with 32-bit cryptographic keys. This key length is not
used in practice, so a quadruple replication scheme was
developed to store 128-bit keys. The scheme has a set of
peculiarities compared with the basic scheme. During key
enrollment each neural network trains to match voice
password parameters and one of the 32-bit parts of 128-
bit key. It is important to note that training sets for each
neural network are created so that they could guarantee
mutual statistical independence of FAR and FRR for each
network. During key release each network releases one
part of the cryptographic key. Experiments displayed the
following results: average value of FAR =2 10713,
average value of FRR is approximately 0.20. Storage
memory size of four neural networks parameters is less
than 160 KB. 128-bit key restoring time = 0.9 sec.

6. Conclusion

The proposed method has a lot of advantages compared
to traditional biometric authentication methods including
the fact that it doesn’t allow an intruder to attack the
system as shown on Figure 1. The development of the
proposed method and its characteristics are given in our
publications. Advantages of the developed method allow
to use it to provide biometric access control for
unprotected devices, such as PDA, smartphones, remote
biometric access devices, secure biometric authentication
off-card matching.
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