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Abstract’

The issues of artificial intelligence application in
the tasks of information security are discussed in
the paper. A concept of intelligent security system
construction on the basis of hierarchical control
processes organization is offered. A procedure of
complex security system design with use of entropy
estimates of risk and information complexity is
considered.

1. Introduction

As it is known, an information security is a state of
protectivity of the country’s national interests (the vital
interests of a personality, a society and state) in an
information sphere from internal and external threats.
Usually a doctrine of homeland security includes three
main levels of information security provision [1,2]:
e an information security of the state (protection from
cyber-terrorism, critical infrastructure  security,
security of national information repository etc);

* an information security of society (a city, a firm, an
organization);

e an information security of personality (physical
protection, security of personal data etc.).

The tasks of first two security levels are characterized by
the following features: a high price of decision making; a
human factor; a high level of uncertainty; a distributed
character of security objects. One of advanced means of
security information provision in uncertainty conditions
is an application of artificial intelligence methods.

An importance and perspectives of this new direction
called as Intelligence and Security Informatics (1S]) is
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mentioned in [3]. Under the leadership of National
Scientific Foundation (USA) and IEEE in 2003-2006 in
USA there were held several scientific conferences on
Intelligence and Security Informatics (1SI'2003-2006)
[4]. In 2005 the International Conference on
Computational Intelligence and Security (CIS’2005) was
held in Hong-Kong (China) [5]. The special issue of
IEEE journal “Intelligent Systems” (2005) was devoted
to a role and a place of artificial intelligence in solving
the homeland security problems including the problem of
information security [6].

Main applications in the field of information security
being solved with use of artificial intelligence (AT)
methods are presented in Table 1.

The analysis of state-of-the art in the field of Artificial
Intelligence and Security shows that Al methods today
have more and more wide application, e.g.:

e an analysis of virtual enterprises networks (VEN)
security [7,8];

e a counteraction to network attacks [9-15];
e abiometric identification [16,17];

e Data Mining in information security systems [|8-
22}

* astruggle against a spam [23,24];

e Intelligent Building [25] etc.

In all cases mentioned an use of Al methods provides the
following advantages:

e an increase of information security tools efficiency
in conditions of uncertainty factors (biometric
systems, intrusion detection, access control, etc);

e an efficiency increase of information protection tools
interaction;

e a maintenance of fault tolerance and survivability of
information protection systems

e a possibility of prediction of situation change,
objectives of information security systems operation,
ways of its evolution etc.



Table 1. Artificial Intelligence Methods and
Information Security Applications

Artificial intelligence
methods

Applications

- Cryptography and its - Neural networks

Applications - Evolutionary
- Cryptographic Protocols Computation

- Probabilistic Reasoning
- Support Vector Machine
- Neural Computing

! - Molecular Computing

-Detection of Hidden - Data Mining

Communication Channels - Neural Computing
- Detection of Abnormality - Fuzzy Systems

- Intrusion Detection

- Electronic Commerce Security - Machine Learning

- Mobile Code & Agent Sccurity - Neural Computing

- Probabilistic Reasoning
- Reinforcement Learning
- Swarm Intelligence

- Support Vector Machine
- Autonomy-Oriented

Computing

- Information, Data & - Neural Computing

System Integrity - Unsupervised Learning
- Information Hiding - Evolutionary
- Information Security Computation
Management

- Information Storage & Retrieval

- Fuzzy Systems
- Intelligent Agents &
System Systems Data Mining

- Media Data Authentication

- Security Models &
| Architectures

|

- Intelligent Information
Retrieval

- Security Analysis - Artificiai Immune

Methodologies Systems

- Steganography and - Biological Computing

Watermarking - Coevolutionary

- Web and Wireless Security Algorithms

At the same time, as an analysis shows, today practically
there are no researches in the field of designing the
methodology of mtelligent information security systems.
This situation does not allow us to use effectively the
existing possibilities of Al methods for construction of
complex security systems, including information security
control systems.

In order to solve this problem, it is necessary to develop a
set of models of security objects, threats and
vulnerabilities [26,27]. At their construction it is possible
to use two different approaches: to build corresponding
models on the basis of their description in a form of
analytical dependences or on the basis of identification
methods. In both cases an essential influence on a model

quality is made by factors of uncertainty. The design of
information security control system is linked with a
number of problems:

* a complexity of analysis and design procedures in a
view of a distributed character of security objects;

* a dynamic change of security object structure that
demands an analysis and control of information risk
in uncertainty conditions.

Al methods are based on applying the knowledge
accumulated by experts or extracted from a database that
allows using it to solve ill-structured problems of
information security.

As basis principles of designing the intelligent systems it
is possible to use W.Ashby’s principle of a requisite
diverse [28] and Saridis’s principle of hierarchical
organization of a control system (“Intelligent Machine*)
[29].

With account of said above, we shall consider below a
state of a problem of designing the intelligent
information security control system for some hypothetic
company (firm).

2. Generalized Model of Intelligent
Information Security Control System

The generalized structural model of intelligent
information security control system is presented in Figure
I where three levels of control hierarchy are shown: the
executive level, the coordination level and the planning
level.
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Figure 1. Generalized Model of Intelligent
Information Security Control System

The main objective of the executive control level is the
maintenance of the required level of information risk at
the realization of business processes. The objective of the
coordination level is the optimum redistribution of
security services among the various subsystems of the
executive level and the adaptation of these services
properties in case of changing the external or internal
conditions (destabilizing factors, threats). The objective
of the planning level is decision making for the company
mission realization by means of the optimum distribution
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of financial and other resources in the framework of the
authorized security program. At the development of
control decisions, the information on the results of the
executive  control level, security monitoring  at
coordination level and objectives of the planning level
are used. Thus, the system of information security control
can be considered as a hierarchical control system of a
distributed dynamic object — business processes of a
company.

3. Design of Intelligent Information Security
Control System

In order to develop the concept of designing the
intelligent information security control system, let’s
consider a generalized model of such system architecture
presented in Figure 2.

Planning level

Coordination
level

Executive control
level

Figure 2. Intelligent Information Security Control System

Here C; are the objectives of intelligent control system;
L; - the feedback information received on the basis of
corresponding information protocols on the results of
monitoring of information actives; f; - the threats of the
internal character and from an environment; Sij - the i-th
subsystem of the j-th level of intelligent control system;
O/, - the i-th control object on the j-th level of control; R}
- the i-th control system of j-th level of intelligent system
(G =1, 11, ).

As it is seen, the environment actively influences various
levels of this hierarchical system vertical and its
horizontal subsystems that in turn through interlevel
interaction influences on a security of other hierarchy
levels. The processes estimation occurring in the system
is necessary for solving the problem of designing the
intelligent information security control system at a
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qualitative level, and estimation of information
complexity of the system is necessary for maintenance of
economically justified secirity at its various levels.

According to Saridis’s principle (/PDI principle) [29], the
intelligence of the system raises from the bottom to the
highest level, and required precision of decision making
decreases from the top to the bottom level (see Figure 2).
The given principle is one of the basic principles at
designing the intelligent information security control
system.

The design (algorithmic realization) of the control system
on the basis of minimal complexity principle offered by
V.Solodovnikov [30] assumes that the choice of control
algorithms structure under a change of security object
state should be carried out on the basis of optimum using
an information and computing resources of the control



system. It in turn can be carried out by means of using an
entropy as an universal measure of a system structural
complexity [29,31].

4. Procedure of Designing the Intelligent
Information Security Control System on the
Basis of Information Approach

Let's consider the problem of construction of the
mapping P = (p;. p2, ps) from the space of control
situations to the space of information security control
algorithms. The set of control situations here is defined
by the state of information actives (business processes),
the state of the threats (environment) and the control
objective. The set of control algorithms includes the
algorithms used at the listed above three levels of
information ~ security: executive, coordination and
planning levels. The mapping P = (p, pu ps)
characterizes the procedure of the choice of security
control algorithms on the basis of /PD/ principle:

A
<Business processes> — <Algorithms of executive level>;

P2
<Environment> —> <Algorithms of coordination level>;

L)
<Control objective>—» <Algorithms of planning level>.

Thus, a complexity of design solutions of intelligent
information security control system should correspond to
a complexity of considered control situation. As a
measure of complexity of control situation in this case it
is expedient to use a entropy estimates:

Pi: H (Y/U, F) = chec, \
p2 H (F) = Ceoms. = of complexity of design
prH(G) > Cym /

where Cexec - the complexity of algorithms of the
executive level; Ceoord - the complexity of algorithms of
the coordination level; Cplan - the complexity of
algorithms of the planning level.

Entropy as a measure

solutions,

Here H (Y/U, F) is the entropy of information security
control processes at the executive level; H(F) - the
entropy of the threats level changes; H(G) - the entropy
of the control objective change; Y,U,F,G - respectivly the
vectors of the measured security parameters of business
processes, control solutions, external and internal threats,
objectives.

The entropy of the vector of business processes
parameters in this case is defined as

H(Y/U,F)=—[p(Y/U,F)In p(Y /U,F)dY ,
[

¥

where  p(Y/U,F) is the density of probabilities

distribution of the vector ¥ components. The entropy of
change of external and intemal threats is estimated by the
expression

H(F)=- J’p(F) In p(F)dF

where p(F) is the density of probabilities distribution of
the threats vector. The entropy of the control objectives
H (G) is estimated similarly.

With account of above stated, the problem of optimum
design of three-level intelligent information security
control system on the basis of the entropy approach is
formulated as follows.

The problem statement. It is required to find such way of
design of intelligent information security control system:
Uy = f (Y, F, G), ie. to define the structure of
countermeasures, the structure of the database and
knowledge base at various levels of the control system

providing the requirement “Y - GH < & where G is the

vector of control objectives to be carried out; & - the
given level of business processes risk in accordance with
the given components of the objectives vector G, under
the condition of the following restriction

Hg(A) - min.

Here Hy(A) is the total entropy of control algorithms (4)
for all control levels of intelligent system which by virtue
of relative independence of these levels can be counted
up as

HE(A) = H(A )exec. = H(A)murd, + H(A)plan

where H{A)exee, H(A)coords H(A)pian are respectively the
values of the entropy for algorithms of the executive,
coordination and planning levels of intelligent
information security control system.

5. Conclusions

The analysis of state-of-the art of research in the area of
Intelligence and Security Informatics is performed. The
concept of designing the intelligent information security
control system on the basis of IPDI principle and
minimal complexity principle is offered. The procedure
of designing the intelligent information security control

system with use of entropy complexity estimates for all
levels of control system is considered.
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